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Can LLMs be used to
automate phishing email
generation?



Background - Phishing
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Background - Phishing Costs
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LLMs and Phishing

Large language models (LLMs)
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Research Questions

1. How well do LLM-generated emails perform compared to
manually generated emails?

2. How capable are LLMs in detecting phishing emails compared
to human readers?

3. How much do LLMs reduce the costs of phishing and spear
phishing?



Background — V-Triad

/ V-Triad \

Created by Arun Vishwanath, presented in "The Weakest Link" (MIT Press) and at Black Hat '17



Methodology — LLM Generation Overview

1. Collect background information
2. Generate phishing emails
3. Simulation study

4. Evaluation and analysis



Methodology — Recruitment

e Recruited from university population

e Intake survey
o Asked about background information
m E.g., “extracurricular activities,” *
from lately”
o Informed participants were informed that they would be sent “target
marketing emails”, but not necessarily phishing emails

e Recruited 112 participants in total

brands you have purchased



Methodology — Phishing Email Generation

e Four categories of emails, random participant assignment

1. Control group

m Existing email targeting Starbucks customers
2. LLM only (GPT-4)

m Prompt asks for an “informative email” rather than a “phishing email”
3. V-Triad only (manual)

m Ensured accordance with model best-practices

4. LLM and V-Triad (semi-automated)



Methodology — Analysis Plan

e Post-study survey
e Responses categorized into

1.
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Trustworthy/suspicious presentation
Good/poor language and formatting
Attractive/suspicious CTA (Call to Action)
The reasoning seems legit/suspicious
Relevant/irrelevant targeting



Findings — Comparative Success Rate
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Findings — Comparative Success Rate, adjusted

Phishing success - active participants

100%
.::;
E 75%
[ 4}
£
£
4
£
®  50%
=]
[
w
w
a
=
= 25%
=
@
L
o
0%

Control group GPT V-Triad V-Triad+GPT

Figure 10. Success rate of the phishing emails from each
category. Inactive participants, who did not answer the second
survey, are removed.



Findings — Decision rationales, credible

Free text answers - trustworthy
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Figure 11. Free text answers explaining why the email was not
suspicious.



Findings — Decision rationales, noncredible

Free text answers - suspicious
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Figure 12. Free text answers explaining why the email was
suspicious.



Intent Detection — Methodology

e 4 models (GPT-4, Bard, LLaMA2, Claude-1)

e 4 email types (emails from the prior study) + “normal”
marketing emails

e 4 questions

What is the intent of the email?

|s there anything suspicious about this email?

How should | respond to this email?
Do you think this email was created by a human or an LLM?
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Intent Detection — Results

Identifies suspicion when asking for intent
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Figure 13. Success rate of the intent detection for each email
category, including the results of humans to detect phishing
emails (not press a link).



Intent Detection — Results

Identifies suspicion when asked for suspicion
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Figure 14. Success rate of the suspicion detection for each
email category.



Economics of Al-enabled phishing attacks

e Cost-benefit analysis

e Main takeaway: LLM access can lower opportunity
costs of spear-phishing by shifting the “best method
available” from traditional phishing to Al-enabled

spear phishing



Economics of Al-enabled phishing attacks
Assuming:

e Potential victims = 112 (same as the study)

e 1 hr of attacker’s time = $100
e Time to create an Al-automated (LLM + V-Triad) phishing attack with Al-automated

information gathering = 15 minutes

The opportunity cost of an Al-automated attack is

15
$100 - (@) = $25.00

With an expected success rate of 66%, expected revenue per successful attack must be

at least
15 1 1
100-{ — - | — ]| — | = $0.34
“10 60 0.66 112 S0



Paper evaluation — bad controls

e Poor control selection

o “We used an existing phishing email targeting Starbucks customers...The email was chosen to
represent arbitrary phishing emails created without a specific method”
o “Additional control group emails were fetched from Berkeley’s Phishing Examples Archive”

This is not a scam, we are merly trying to get peple to go to Starbucks. We are trying
to see what coffe people purchases. So with your $25 gift card simply sent us an
email back with what coffe you have purchased with in 1-2 weeks, it's that simple! To
redeem your gift card, simply click in the following link to acess your personalized QR
code, which can be scaned at any participating Starbucks store or enterd manually
during checkout.

Want to change how you receive these emails?

You can update your preferences or unsubscribe




Paper evaluation — inconsistent generation methods

e Personalization using GPT-4

o Prompt used reads “Create an email offering a $25 gift card to Starbucks for <university
name> students, with a link for them to access the discount code, in no more than 150 words.”

e Personalization using GPT-4 and the V-Triad
o “Relevancy was enhanced by iterating through more queries than the GPT email until the
email clearly included information about the participant (such as correct university affiliation)
and the relevant brand (Starbucks gift card)



Paper evaluation — inconsistent generation methods

Dear Julie,
As a gesture of appreciation, we are thrilled to offer you an exclusive opportunity to
claim a $25 Starbucks gift card! Indulge in your favorite Starbucks beverages and

treats while enjoying a well-deserved break.

Redeem your gift card at any Starbucks location by presenting the provided discount
code, claim your gift card here or sign up using the button below.

Savor the flavors of Starbucks and treat yourself to something special!

Warmest regards,

Claim your gift card

Want to change how you receive these emails?

Figure 5. GPT example email.

Dear Julie,

We are excited to offer all Harvard students a $25 gift card at Starbucks! A small
token of appreciation for your hard work and dedication.

Sign in with your HarvardKey to claim the gift card. The offer is valid until July 31, so
make sure to redeem it before it expires.

Thank you for being part of the Harvard community. We hope this gift brings you
moments of joy and relaxation.

Warm regards,

Claim your gift card

Want to change how you receive these emails?

Figure 7. V-Triad + GPT example email.



Paper evaluation — intent detection

Small sample size

o  Only twenty 20 emails evaluated
m 4 emails from each condition
(16 in total)
m 4 legitimate marketing emails

Humans missing from
“suspicion question?”
Repeated queries increases
index of suspicion

Identifies suspicion when asked for suspicion
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Future Directions

e Testing other LLMs (Claude, PaLM, LLaMA) for generation
e Evaluating user trust on LLM phishing detection
e Al-enhanced cybersecurity training



