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Cybersecurity Issues Affect Our Daily Lives

ed ed



Vulnerable Source Code Detection

• Security vulnerabilities cost 
companies billions of $ every year.


• https://cwe.mitre.org/top25/
archive/2023/2023_top25_list.html

https://cwe.mitre.org/top25/archive/2023/2023_top25_list.html
https://cwe.mitre.org/top25/archive/2023/2023_top25_list.html


How?
• Static Analysis


• e.g., CodeQL https://codeql.github.com/


• e.g., Infer, Flawfinder


• Dynamic Analysis


• e.g., Fuzzing, Taint Analysis


• Deep Learning

https://codeql.github.com/


Deep Learning for Vulnerability Detection

• Why Deep Learning?


• Also static


• Supposedly better than rule-based static analyzer


• https://github.com/github/codeql/tree/main/cpp/ql/src/Security/CWE


• Tedious rule writing, heuristics, etc.


• Does deep learning really work?

https://github.com/github/codeql/tree/main/cpp/ql/src/Security/CWE


SoTA Datasets
• Juliet, synthetic


• e.g., https://samate.nist.gov/SARD/test-cases/231845/versions/2.0.0


• ReVeal


• Chromium, Debian issues


• e.g., https://security-tracker.debian.org/tracker/CVE-2023-4572


• Datasets that collect from National Vulnerability Database: BigVul, CrossVul, 
CVEFixes 

• e.g., https://nvd.nist.gov/vuln/detail/CVE-2014-3647



SoTA: ReVeal Classifier



Code Property Graph
• https://coderpad.io/blog/development/code-property-graph-oriented-databases-source-code-analysis/


• CPG = AST+CFG+PDG

https://coderpad.io/blog/development/code-property-graph-oriented-databases-source-code-analysis/


GNN

• Learn embeddings for each node, edge, graph


• Message passing



GNN

Source: “Microsoft Research: Graph neural networks: Variations and applications”



GNN

Source: “Microsoft Research: Graph neural networks: Variations and applications”



GNN

Source: “Microsoft Research: Graph neural networks: Variations and applications”



SoTA: ReVeal Classifier



LLMs Trained on Code

•Summarize Code

•Generate Code from Description

•Detect Bugs

•Translate Code between Programming Languages

•…



Three Families of Models

RoBERTa Family

• RoBERTa

• CodeBERT

• GraphCodeBERT

GPT-2 Family

• GPT-2 Base

• CodeGPT

• PolyCoder

T5 Family

• T5 Base

• CodeT5 Small

• CodeT5 Base

• NatGen



GPT-2 Family

• GPT-2 Base, CodeGPT, PolyCoder


• 12 layers of Transformer decoders


• 117M to 160M


• Causal Language Modeling, i.e., next token prediction



RoBERTa Family

• RoBERTa, CodeBERT, and GraphCodeBERT


• 12 layers of Transformer encoders 

• 125M model parameters


• Masked Language Modeling



T5 Family

• T5 Base, CodeT5 Small, CodeT5 Base, NatGen 


• CodeT5 Small: 6 encoder layers and 6 decoder layers, 60M parameters


• Others: 12 encoder layers and 12 decoder layers, 220M parameters


• T5: masks spans of tokens


• Others: …



CodeT5



NatGen



Code LLM Evaluation
• Code Translation


• Code Clone Detection


• Code Summarization


• Defect Detection (some vulnerable source code)


• Text to Code Generation


• …



DiverseVul

• A New Dataset: DiverseVul


• A Measurement Study


• Compare SoTA GNN and 10 LLMs


• Label Noise Analysis



Dataset Collection
• Identify security issue website


• Crawl them


• Extract git commit URLs, issue text, comments


• Get project, commit ID from git commit URLs


• Clone repos


• Process the commits


• Vulnerable: changed functions before the commit


• Nonvulnerable: fixed functions, all unchanged functions



Merge Datasets



Smaller vs Larger Training Set



Is a larger model always better? No!

125M 117M ~ 160M Only 60M!



Code-Specific Pretraining Tasks

MLM
Predict Next 

Token

• Predict variable and function names
• Remove dead code
• Change while loop to for loop
• …



Does More Data Help?



Does More Data Help?



Generalization Issue



Label Accuracy Issue



Deep Learning Does Not Work

• High FPR


• Generalization Issue


• …



Thank you!
Paper: https://arxiv.org/abs/2304.00409

https://arxiv.org/abs/2304.00409

