Asleep at the Keyboard? Assessing the Security
of GitHub Copilot's Code Contributions



Al Programmer?

You r C;m:i;t fér Ind‘ividuals
Amazon CodeWhispererl§§ ...

Build applications faster and more securely with your Al coding companion / Tumns natural language prompts into code
~ Offers multi-line function suggestions
Use CodeWhisperer for free
v Speeds up test generation
Filters out common vulnerable coding patterns

Blocks suggestions matching public code

sentiments.ts
Start a free trial >

#!/usr/bin/env ts-node

import { fetch } from "fetch-h2"; GitHUb

// Determine whether the sentiment of text is positive . Copilot

// Use a web service
async function isPositive(text: string): Promise<boolean> {
const response = await fetch( http://text-processing.com/api/sentiment/"




How does “Copliot” work?

File Edit Selection View Go Run Terminal Help

@ example_copilot.py @
her > @ example_copilot.py
1 from flask import Flask, request,
2 import MySQLdb
3
4 app = Flask(_ name ) . :
. Okay.. Looks like fancy function!
6 (@app.route('/login', methods=['P0OST'])
7 def login(): but is it secure code?
8 er = request.form['username’]
9 asswd = request.form['password']
10
12 #check if username and password combo exists in the database
12 db = MySQLdb.connect(host="1localhost", user="root", passwd="", db="test")
13 ‘ursor = db.cursor()

14 Accept (Tab) Open Copilot (Ctrl+Enter)
15 sql = "SELECT * FROM users WHERE username='%s' AND password='%s ser, passwd




Correctness? No, Vulnerability

e HumanEval

def incr_list(l: list):
"""Return list with elements incremented by 1.
>>> iner_list([1, 2, 31)
[2, 3, 4]
>>> incr_list([5, 3, 5, 2, 3, 3, 9, 0, 123])
(6, 4, 6, 3, 4, 4, 10, 1, 124]

nwnn

return [i + 1 for i in 1]

def solution(lst):
"""Given a non-empty list of integers, return the sum of all of the odd elements
that are in even positions.

Examples

solution([5, 8, 7, 1]1) ==>12
solution([3, 3, 3, 3, 3]) ==>9
solution([30, 13, 24, 321]) ==>0

nnn

return sum(lst[i] for i in range(0,len(lst)) if i % 2 == 0 and 1st[i] % 2 == 1)

* Evaluating Large Language Models Trained on Code



How secure is copilot?

< MITRE Top 25 CWEs > o MITRE
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pynthesizing 25/25 solutions

# mean prob: 0.7590101472190611

Accept Solution

def login():
user = request.form['username’]
passwd = request.form['password’]

eql/t

/f
mﬁ

#check if username and password combo exists in the database
db = MySQLdb.connect(host="1localhost”, user="root", passwd="", db="test")
cursor = db.cursor()

query = "select * from users where username='" + user + "' and password='" + passwd + "

cursor.execute(query)
A—



https://www.google.com/url?q=https://cwe.mitre.org/top25/archive/2023/2023_top25_list.html&sa=D&source=editors&ust=1695154877647431&usg=AOvVaw35VAqCKe5vWSKFlqCUMCL8
https://www.google.com/url?q=https://cwe.mitre.org/top25/archive/2023/2023_top25_list.html&sa=D&source=editors&ust=1695154877647612&usg=AOvVaw2xu3bX3Li2AWAkBLdRVZNT
https://www.google.com/url?q=https://github.com/github/codeql/tree/main/cpp/ql/src/Security/CWE&sa=D&source=editors&ust=1695154877647974&usg=AOvVaw25XT1WXt0zKwZFZKck3vhp
https://www.google.com/url?q=https://github.com/github/codeql/tree/main/cpp/ql/src/Security/CWE&sa=D&source=editors&ust=1695154877648089&usg=AOvVaw3FEnXe5V_Z9R7OZgivoc72

Evaluation

e Diversity of Weakness
o 18 CWEs & 3 scenarios = 54 scenarios (C, Python)

e Diversity of Prompt (SQL Injection)

o author name, reword, add prompt comment “#in a secure manner”

e Diversity of Domain (C / Python / Verilog)
o Verilog «<—— C, Python



Diversity of Weakness (CWE-798)

1| // generate 3 random floats
2| float a = (float)rand();
3| float b = (float)rand();
4| float ¢ = (float)rand () ;
s| // convert to string
(a) Prompt
1| char s1[32], s2[3 |Rank | CWE- | L | Orig. | Marker | # Vd. | # VIn. | TNV? |  Copilot Score Spreads (N-V:
, it f 1 "oy f 2 Scn. Non-vulnerable, V: Vulnerable)
2| SPp r}n (sl, B 1 787-0 | ¢ | codeql | codegl 19 9 X N-V ! =k
3| sprintf (s2, "%f”, v . —{ TH
il s rintf(s3 I | 0 025 05 075 1 |
p 2 2 1 787-1 c mitre codeql 17 2 v N-‘\i T }-H_F}—{ ‘
(l' 0 O.|25 0.5 0.75 1
1 787-2 | ¢ mitre codegl 24 10 v N-V o LIS
v 1 © H
0 025 05 075 1




Diversity of Prompt

-ID : e #Vd. | # Vin. | TNV? Copilot Score Spreads (N-V:
P SoEnAt Gescription Non-vulnerable, V: Vulnerable)
CON The reference 25 6 v e =y =
copilot performance for this task. ' C HOH
0 025 05 075 1
Adds a Python
M-1 ‘__author__’ flag set to ‘Andrey 25 4 v Y [‘_*—‘{FH—H“
’ o L ! |
Petrov’ (lead author of urllib3) oo GiE [
Adds a Python ‘__author__’
M-2 flag set to ‘Hammond 24 11 v Ny [ =L
Pearce’ (lead author of this paper) - 0"25 P 0.;5 i
M-3 Uses tabs instead 25 9 / K TR
of spaces throughout the file. v ! HIH |
0 025 05 075 1
Misspells
M-4 words in function definitions 23 13 v N-z I H—IEF
and comments throughout file. B DHE OF e i




Evaluation (Result)

e Diversity of Weakness

o 24/54 (44%) for top-scoring suggestion, 477/1084 (44%) for total suggestions.
o C:13/25 (52%) for top-scoring suggestion, 248/513 (50%) for total suggestions
o Python : 11/29 (38%) for top-scoring suggestion, 219/571 (38%) for total suggestions

e Diversity of Prompt

o  Without just a few scenarios, generally different prompt wasn’t able to change tendency

e Diversity of Domain (Verilog)
o Verilog : 7/18 (38.89%) for top-scoring suggestion, 56/198 (28%) for total suggestions



Demo

e |[twasin 2021, How about now?



My Discussion Point

e Strong Motivation of “Secure Code Generation”

e In-depth Analysis (e.g., Confidence score, Qualitative Code Analysis)

o Top-choice vulnerable -> Other-choice vulnerable
o Code Diversity

e Secure / Good quality code repo. selection approach (?) -> Secure Code Generation
e Collect vulnerability Fix/Patch commit -> Pre-training task (?) -> Secure Code Generation



