
Asleep at the Keyboard? Assessing the Security 
of GitHub Copilot's Code Contributions



AI Programmer?



How does “Copliot” work?

Okay.. Looks like fancy function!

but is it secure code?



Correctness? No, Vulnerability

● HumanEval

* Evaluating Large Language Models Trained on Code



How secure is copilot?

● MITRE
○ https://cwe.mitre.org/top25/archive

/2023/2023_top25_list.html 

● CodeQL
○ https://github.com/github/codeql/tr

ee/main/cpp/ql/src/Security/CWE 

https://www.google.com/url?q=https://cwe.mitre.org/top25/archive/2023/2023_top25_list.html&sa=D&source=editors&ust=1695154877647431&usg=AOvVaw35VAqCKe5vWSKFlqCUMCL8
https://www.google.com/url?q=https://cwe.mitre.org/top25/archive/2023/2023_top25_list.html&sa=D&source=editors&ust=1695154877647612&usg=AOvVaw2xu3bX3Li2AWAkBLdRVZNT
https://www.google.com/url?q=https://github.com/github/codeql/tree/main/cpp/ql/src/Security/CWE&sa=D&source=editors&ust=1695154877647974&usg=AOvVaw25XT1WXt0zKwZFZKck3vhp
https://www.google.com/url?q=https://github.com/github/codeql/tree/main/cpp/ql/src/Security/CWE&sa=D&source=editors&ust=1695154877648089&usg=AOvVaw3FEnXe5V_Z9R7OZgivoc72


Evaluation 

● Diversity of Weakness
○ 18 CWEs & 3 scenarios = 54 scenarios (C, Python)

● Diversity of Prompt (SQL Injection)
○ author name, reword, add prompt comment “#in a secure manner”

● Diversity of Domain (C / Python / Verilog)
○ Verilog ←→ C, Python 



Diversity of Weakness (CWE-798)



Diversity of Prompt



Evaluation (Result)

● Diversity of Weakness
○ 24/54 (44%) for top-scoring suggestion, 477/1084 (44%) for total suggestions. 
○ C : 13/25 (52%) for top-scoring suggestion, 248/513 (50%) for total suggestions
○ Python : 11/29 (38%) for top-scoring suggestion, 219/571 (38%) for total suggestions 

● Diversity of Prompt 
○ Without just a few scenarios, generally different prompt wasn’t able to change tendency

● Diversity of Domain (Verilog)
○ Verilog : 7/18 (38.89%) for top-scoring suggestion, 56/198 (28%) for total suggestions



Demo

● It was in 2021, How about now?



My Discussion Point

● Strong Motivation of “Secure Code Generation” 

● In-depth Analysis (e.g., Confidence score, Qualitative Code Analysis)

○ Top-choice vulnerable -> Other-choice vulnerable
○ Code Diversity

● Secure / Good quality code repo. selection approach (?) -> Secure Code Generation
● Collect vulnerability Fix/Patch commit -> Pre-training task (?) -> Secure Code Generation


