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Announcement

• Project 3 Deadline extended to Thursday, April 11


• Submission: both source code and executable (See Piazza and 
ELMS announcement for details)


• Needs to work inside the VM


• All tasks will be graded


• Transaction types to stdout; other content in *.out
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RELATED PAPERS
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POOR PROGRAMING

CryptoLint tool to perform static 
analysis on Android apps to detect 
how they are using crypto libraries
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48%
31%
17%
16%

14%

12%

15,134 apps from Google play used crypto; 
Analyzed 11,748 of them

CRYPTO MISUSE IN ANDROID APPS
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NEVER use ECB
(but over 50% of Android apps do)
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• BouncyCastle is a library that conforms to Java’s 
Cipher interface: 

• Java documentation specifies:

Cipher c =  
   Cipher.getInstance(“AES/CBC/PKCS5Padding”);
 
// Ultimately end up wrapping a ByteArrayOutputStream  
// in a CipherOutputStream

BOUNCYCASTLE DEFAULTS
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48%
31%
17%
16%

14%

12%

15,134 apps from Google play used crypto; 
Analyzed 11,748 of them

CRYPTO MISUSE IN ANDROID APPS

A failure of the programmers to know the tools they use

A failure of library writers to provide safe defaults
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• Do not roll your own cryptographic mechanisms 
• Takes peer review 
• Apply Kerkhoff’s principle 

• Do not misuse existing crypto 

• Do not even implement the underlying crypto

Avoid shooting yourself in the foot:

MISUSING CRYPTO
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• Not talking about creating a brand new crypto scheme, 
just implementing one that’s already widely accepted and 
used. 

• Kerkhoff’s principle: these are all open standards; should 
be implementable. 

• Potentially buggy/incorrect code, but so might be others’ 
implementations (viz. OpenSSL bugs, poor defaults in 
Bouncy castles, etc.) 

• So why not implement it yourself?

WHY NOT IMPLEMENT AES/RSA YOURSELF?
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• Cryptography concerns the theoretical difficulty in 
breaking a cipher

Cryptographic processing 
(Encrypt/decrypt/sign/etc.)

Secret keys

Input 
message

Output 
message

Leaked information 
  - Power consumption 
  - Electromagnetic radiation 
  - Other (Timing, errors, etc.)

• But what about the information that a particular 
implementation could leak? 

• Attacks based on these are “side-channel attacks”

SIDE-CHANNEL ATTACKS
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• Interpret power traces taken during a cryptographic 
operation 

• Simple power analysis can reveal the sequence of 
instructions executed

SIMPLE POWER ANALYSIS (SPA)
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Overall operation clearly visible: 
Can identify the 16 rounds of DES

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16

SPA ON DES
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Specific instructions are also discernible

Jump taken

No jump taken

SPA ON DES
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HypotheticalEncrypt(msg, key) {
  for(int i=0; i < key.len(); i++) {  
     if(key[i] == 0)
        // branch 0
     else
        // branch 1
   }
}

What if branch 0 had, e.g., 
a jmp that brand 1 didn’t?

Implementation issue: If the execution path depends 
on the inputs (key/data), then SPA can reveal keys

What if branch 0 
  - took longer? (timing attacks) 
  - gave off more heat? 
  - made more noise? 
  - …

HIGH-LEVEL IDEA
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• SPA just visually inspects a single run 

• DPA runs iteratively and reactively 
• Get multiple samples 
• Based on these, construct new plaintext messages as 

inputs, and repeat

DIFFERENTIAL POWER ANALYSIS (DPA)
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• Hide information by making the execution paths 
depend on the inputs as little as possible 

• Have to give up some optimizations that depend on 
particular bit values in keys 

- Some Chinese Remainder Theorem (CRT) optimizations permitted 
remote timing attacks on SSL servers 

• The crypto community should seek to design 
cryptosystems under the assumption that some 
information is going to leak

MITIGATING SUCH ATTACKS
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POOR POLICIES

“After a week-long precomputation for a specified 
512-bit group, we can compute arbitrary discrete logs 
in that group in about a minute. We find that 82% of 
vulnerable servers use a single 512-bit group, 
allowing us to compromise connections to 7% of Alexa 
Top Million HTTPS sites.”
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USEFUL TOOL: ZMAP
Goal: port-scan the entire Internet 
in less than an hour

Approaches:

Non-blocking, stateless
⟹	Highly parallelizable

Randomize addresses
⟹	Avoid takedown notices

Datasets: Rapid7, censys.io
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http://censys.io


• Compromising a long-term key should not 
compromise past session keys

FORWARD SECRECY
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UNSAFE OPTIMIZATIONS
TLS session ticket resumption

Session ticket: session keys and 
other data to resume the session

Server sends an “opaque” ticket 
(encrypted with the Session Ticket 
Encryption Key, STEK)

Client sends the encrypted session 
ticket during handshake; server uses 
the STEK to recover it and pick up 
in one round-trip of communication
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UNSAFE OPTIMIZATIONS

Incentive to hold onto STEKs (lower RTTs)

But they’re holding onto them long enough 
for nation-states to recover them
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POOR CERTIFICATE MANAGEMENT
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Public Key Cryptography

Confidentiality
Encrypt the data in a way that only the 
owner of a given public key can decrypt

Cannot decrypt 
without      .

privatepublic
DecryptsEncrypts

Messages encrypted 
with      .

✓ ✗
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Public Key Cryptography

Cannot sign 
without     .

privatepublic
SignsVerifies

✓ ✗

Messages signed 
with      .

Authentication
Sign the data in a way that only the 
owner of a given public key can
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Public Key Infrastructures (PKIs)

WebsiteBrowser

Certificate

Certificate

 
is indeed BoA

The owner of      
Certificate Authority

Vetting

Certificate

How can users truly know with whom they are communicating?
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Public Key Infrastructures (PKIs)

Browser

Certificate Authority

Website

Certificate

How can users truly know with whom they are communicating?

Certificate
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Browser

Verifying certificates

Certificate
“I’m because says so”

Certificate
“I’m because says so”

“I’m because I say so!”
Certificate✓

✓

✓
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Browser

Verifying certificates

Certificate
“I’m because says so”

Certificate
“I’m because says so”

“I’m because I say so!”
Certificate✓

✓

✓

Root key store
Every device has one 

 
Must not contain 

malicious certificates
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Public Key Infrastructures (PKIs)

Browser

Certificate Authority

Website

Certificate

How can users truly know with whom they are communicating?

Certificate

✓
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Certificate revocation

Browser

Certificate

Certificate Authority

Website

Certificate

Certificate✗ Certificate✗
Certificate✗ Certificate✗

Certificate✗
Certificate✗

What happens when a certificate is no longer valid?

Certificate✗

Attacker

Certificate

Certificate

Please 
revoke

Certificate 
Revocation

Periodically
pull / query
   (CRL)        (OCSP)

✗
✗
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Certificate revocation

CRL
• Certificate Revocation List

• Pull

OCSP
• Online Certificate Status Protocol

• Query
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Certificate revocation 
is a critical part of any PKI

Administrators must revoke and reissue 
as quickly as possible

Browsers/OSes should obtain revocations 
as quickly as possible
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Analysis of SSL certificate reissues and revocations in the wake of Heartbleed

Liang Zhang, David Choffnes, Tudor Dumitras, Dave Levin, 
Alan Mislove, Aaron Schulman, Christo Wilson

Administrators must revoke and reissue 
as quickly as possible

ACM IMC 2014
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Heartbleed

OpenSSL
“hi” 2

“hi”
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Heartbleed

OpenSSL
“hi”

“hi”

22

“hi”
+20B from memory

< 216

Potentially reveals user data and private keys

Heartbleed exploits were undetectable
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Why study Heartbleed?

03/21 04/02 04/07

Discovered
Akamai
patched Publicly announced

03/21 04/02 04/07

Discovered
Akamai
patched Publicly announced

1 Patched 2 Revoked 3 Reissued

Every vulnerable website should have:

Heartbleed is a natural experiment: 
How quickly and thoroughly do administrators act?
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validate Leaf Set

628k certs
165k domains

Dataset

Rapid7
data

22M certs
(~1/wk for 6mos)

Alexa 
Top-1M

2.8M certs

CAs

9k certs

filter

• Download CRLs
• Detect vulnerability
• Identify Heartbleed-induced 

reissues & revocations
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Prevalence and patch rates
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Patching rates are mostly positive 
Only ~7% had not patched within 3 weeks

Was ever vulnerable
Still vulnerable after 3 weeks
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How quickly were certs revoked?
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Reaction ramps up quickly

Security takes the weekends off

Weekends
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Certificate update rates
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Similar pattern to patches: 
Exponential drop-off, then levels out

After 3 weeks: 13% Revoked 27% Reissued
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All reissues
Heartbleed-induced reissues

Reissue ⇒ New key?

Reissuing the same key is common practice

4.1% Heartbleed-induced
43



 0

 0.2

 0.4

 0.6

 0.8

 1

 0  1  2  3  4  5  6

C
D

F
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Can we wait for expiration?

We may be dealing with Heartbleed for years

Vulnerable but not revoked

~40% did not 
expire after 

one year

~8% of vulnerable
certs still unexpired
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Certificate revocation 
is a critical part of any PKI

Administrators must revoke and reissue 
as quickly as possible

Browsers/OSes should obtain revocations 
as quickly as possible
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An End-to-End Measurement of 
Certificate Revocation in the Web’s PKI

Yabing Liu,  Will Tome, Liang Zhang, David Choffnes, Dave Levin, Bruce Maggs, 
Alan Mislove, Aaron Schulman, Christo WilsonBrowsers/OSes should obtain revocations 
as quickly as possible

ACM IMC 2015
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Security is an economic concern

WebsiteBrowser

Certificate

Certificate Authority

Browsers face tension between security and page load times

CAs face tension between security and bandwidth costs

Certificate

Revoked?
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Certificate

OCSP Stapling

WebsiteBrowser

Certificate Authority
Certificate✗ Certificate✗
Certificate✗ Certificate✗

Certificate✗
Certificate✗

Certificate✗ Certificate✗
Certificate✗ Certificate✗

Certificate

Certific✔

But OCSP Stapling rarely activated by admins: 
Our scan:  3% of normal certs;  2% of EV certs
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Testing browser behavior

Revocation 
protocols

• Browsers should support all major protocols
• CRLs, OCSP, OCSP stapling

Availability of 
revocation info

• Browsers should reject certs they cannot check
• E.g., because the OCSP server is down

Chain 
lengths

• Browsers should reject a cert if any on the chain fail
• Leaf, intermediate(s), root

signs

Leaf

Root

Intermediate Intermediate…
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Test harness

Implemented 192 tests using fake root certificate + Javascript
• Unique DNS name, cert chain, CRL/OCSP responder, …
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EV Certificates
More thorough vetting process of CAs and clients

Website

Certificate Authority

Certificate

Vetting

 
is indeed BoA

The owner of      

51



Results across all browsers

Chrome

Generally, only checks for EV certs
~3% of all certs

Allows if revocation info unavailable

Supports OCSP stapling

Firefox

Never checks CRLs
Only checks intermediates for EV certs

Allows if revocation info unavailable

Supports OCSP stapling

Safari

Checks CRLs and OCSP

Allows if revocation info unavailable
Except for first intermediate, for CRLs

Does not support OCSP stapling

Internet Explorer

Checks CRLs and OCSP

Often rejects if revocation info unavailable
Pops up alert for leaf in IE 10+

 
Supports OCSP stapling

   Mobile Browsers

Uniformly never check 

 
 
 
Android browsers request Staple
…and promptly ignore it

 ✔ Passes test
 ✗  Fails test

ev Passes for EV certs
i    Ignores OCSP Staple

a     Pops up alert to user
l/w Passes on Linux/Win.
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Results across all browsers

 ✔ Passes test
 ✗  Fails test

ev Passes for EV certs
i    Ignores OCSP Staple

a     Pops up alert to user
l/w Passes on Linux/Win.

Browser developers are not
doing what the PKI needs them to do
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Certificate revocation 
is a critical part of any PKI

Administrators must revoke and reissue 
as quickly as possible

Browsers/OSes should obtain revocations 
as quickly as possible
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Certificate revocation 
is a critical part of any PKI

Administrators must revoke and reissue 
as quickly as possible

Browsers/OSes should obtain revocations 
as quickly as possible

CDNs should… what are they doing here?
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Measurement and Analysis of 
Private Key Sharing in the HTTPS Ecosystem

Frank Cangialosi, Taejoong Chung, David Choffnes, 
Dave Levin, Bruce M. Maggs, Alan Mislove, Christo Wilson

CCS 2016

CDNs should… what are they doing here?
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Public Key Infrastructures (PKIs)

WebsiteBrowser

Certificate

Certificate Authority

Vetting

How can users truly know with whom they are communicating?

Verification

Revocation 
checking

Certificate

The only one who knows Alice’s private key is Alice
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Rare!

The PKI in today’s web
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The PKI in today’s web
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Third-party Hosting Providers

• Content delivery networks

• Web hosting services

• Cloud providers

Varying levels of involvement

But all trusted to deliver content
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Certifica

The PKI in today’s web
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Third-party hosting providers  
know their customers’ private keys

Authentication fundamentally assumes:
Only knows
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How are keys shared?

Certificate

Delegate
Certificate

CertificateDelegate
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Subject Alternate Name (SAN) Lists

Spirit: Multiple names for the 
same organization
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Subject Alternate Name (SAN) Lists

Spirit: Multiple names for the 
same organization

Practice: Different organizations 
lumped together

Who gets the private key? 
 

Who manages it?

Cruise-liner Certificate
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How prevalent is key sharing?

 0

 0.2

 0.4

 0.6

 0.8

 1

0 1 10 102 103 104 105

C
D

F

Number of Third-Party Hosting Providers Used

Organizations23.5% Self-hosted

76.5%
share 

at least
1 key

Who?
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Who shares?

Key sharing is common across the Internet
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Does key sharing make enticing attack targets?
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Popular hosting services are prime targets for attack

>40% of all sites, 10 providers

60% of Top 1K, same provider 
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POOR CERTIFICATE MANAGEMENT
Websites aren’t properly revoking their certificates

Browsers aren’t properly checking for revocations

Websites aren’t keeping their secret keys secret

Websites have disincentive to do the right thing (CAs charge; key management hard)

Browsers have a disincentive to do the right thing (page load times)

CAs have incentive to introduce disincentives (bandwidth costs)

Why?
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