CMSC414 Computer and
Network Security

Ul Attacks, CAPTCHAs, Security Principles

Yizheng Chen | University of Maryland

Feb 22, 2024



Announcement

* Project 2 released

 The deadline of Project 2 is 11:59pm ET on Friday Mar 8, with the
24 hour late deadline being 11:59pm on Mar 9.

e Don’t wait!



o Ul Attacks
e CAPTCHAS

» Security Principles



Reflected XSS vs CSRF

* Reflected XSS and CSRF both require the victim to make a request
to a link

* Reflected XSS: An HTTP response contains maliciously inserted
JavaScript,

 CSRF: A malicious HTTP request is made (containing the user’s
cookies),



How to trick the users into making a HT TP request”?
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Ul Attacks

 General theme: The attacker tricks the victim into thinking they are
taking an intended action, when they are actually taking a
malicious action

 Two main types of Ul attacks
* Clickjacking: Trick the victim into clicking on something from the attacker

 Phishing: Trick the victim into sending the attacker personal information



Clickjacking

* Clickjacking: Trick the victim into clicking on something from the
attacker

e The browser trusts the user’s clicks

 Why steal clicks?
 Download a malicious program
 Like a Facebook page/YouTube video

e Delete an online account



Clickjacking: Download Buttons

Remote Access & Management for IT Search

Download.com

c|net

Reviews News Download CNETTV HowTo Deals Login | Join

3 Steps for a faster install & scan % o ARO® 2012
1. Click “Start Download™ . Start Download - )

2. Run the quick scan @ ARO i 8 top 10 utiity

on Download.com

3. Scan & Fix up to 100 errors
Three easy steps:

Home > Windows Software » Securily Software » Anli-Spyware » Malwarebyles Anti-lAalware

“  Malwarebytes Anti-Malware

= v | Download Now CNET Editors’ note: ; :Iick "'S)tart [iownload"
W Tweet R = e The Malwarebytes Free edition offers users the option of 3. S:annt;.LF?: tp i;d?oo registry efrors
installing a trial version of Malwarebytes Anti-Malware Pro.
2 CNET Editors' Rating: CNET Editors' review
***** by: Seth Rosenblatt on August 07, 2012
Outstanding ARO s a top 10 utility ®_ ARO® 2012

on Download.com

The bottom line: A lack of recent substantive updates
Average User Rating: haven't prevented Malwarebytes Anti-Malware from staying
0. 0.0.0.0.¢ on top of the on-demand malware-killing mountain.
out of 5,573 votes

See all user reviews

Free Antivirus Download

Review: Ranked #1 in Antivirus Software! Remove Viruses,
Spyware & Trojans.
avq.comiAntivirus

Malwarebytes Anti-Malware i1s a surprisingly effective

EDITORS’ anti-malware tool given that it hasn't received any major

CHOICE updates in the past few years. Sure, the scans are a bit Remove Windows Trojans
faster and the installation is definitely smoother, but overall  How to Remove Trojans Quickly - Follow These 3
the product remains unaltered. Steps Immediately!

speedmaxpc.com

Installation

| | Windows 7 Diver Downlcad

e Which is the real download
button?

e What If the user clicks the
wrong one?




Invisible iIframe Variant #1

 Frame the legitimate site
invisibly, over visible, enticing

YOU HAVE WON A NEW PHONE! content

* Victims think they are clicking

CLMM YOUR PRIZE on the enticing site, but they

click on the legitimate site,

k‘ e.g., pay the attacker’s
account

Confirm bank
payment

N




Invisible iIframe Variant #2

http://www.attackers.org

 Frame the legitimate site
visibly, under invisible
malicious content

N,

More ™ 8 « Victims think they are clicking
on the visible legitimate site,
but their click happens on the

Facebook malicious site,.e..g., fake likes,
invisbie) download malicious software

ﬂt&

\Fu\nny Kittens

~
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Invisible iframe Variant #3

./

Lin-Shung Huang payPaI H

Notyou? | Log out

You are about to pay

Receiver Amount
Adblock Plus $5.00

Total $5.00 USD
Pay with:

BANK OF AMERICA, N.A. XXX| v $5.00 USD

Memo: Contribution for Adblock Plus

Pay | Cancel

PayPal protects your privacy and security (+)
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Invisible iIframe Variant #3

o/

Notvou? | Log ou ~ PayPal | a

“Youare abouttopay |  Frame the legitimate site

Recolt Ao visibly, under malicious

e wa | $0.15 content partially overlaying the

T site

sank oF AMERICA A xod=] | $0.15 * The attacker can change the

Memo: Contribution for Adblock Plus appearance of the site without
breaking the Single-Origin
Policy

Pay| Cancel
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Clickjacking: Temporal Attack

e Attacker uses JavaScript to detect the position of the cursor and

 The user clicks on the malicious input (embedded iframe,
download button, etc.) before they notice that something changed
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Clickjacking: Temporal Attack

Instructions:
Please double-click on the button below to continue to your content

@ Click here
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Clickjacking: Temporal Attack

GO \ )8 IC Clhickjacking

Instructions:
Please double-click on the buttoi| Clickjacking is requesting permission to:

» Manage your contacts

"
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Clickjacking: Cursorjacking

Fake cursor, created with Real cursor, hidden or less
CSS and/or JavaScript visible with CSS

* Arrange a fixed distance between them
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Clickjacking: Cursorjacking

W

* |eads victims to misinterpret a click’s target

17
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Clickjacking Defense

 Direct the user’s attention to their click: Ensure clear visual
separation between important dialogs and content, e.g., darken
the background

“y' User Account Control

ﬁ] Do you want to allow the following program to make

& changes to this computer?

L Program name:  Firefox Installer
L) Verihed publisher: Mozilla Corporation
File origin: Hard drive on this compi

v Show details
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Clickjacking Defense

 Delay the click: Force the user to hover over the desired button
for some amount of time before allowing the user to click the

button.

hat o, al n a al tal
Opening slack-desktop-4.16.0-amd64.deb

You have chosen to open:

slack-desktop-4.16.0-amdb64.deb
which is: Debian package (57.5 MB)

from: https://downloads.slack-edge.com

What should Firefox do with this file?
Openwith  Archive Manager (default)

O=Save File

Cancel
y Cerl

Wait 1 second
before allowing
click on the OK
button

19

nat o

Opening slack-desktop-4.16.0-amd64.deb
You have chosen to open

slack-desktop-4.16.0-amd64.deb

s I - -

r . - - 7 C z\A \
which is: Debian package (57.5 MB)

from http-—. I[downloads.slack-edage.com

What should Firefox do with this file?
Openwith  Archive Manager (default)

O SJ'\ e F||tj

Cancel
Cer



Clickjacking Defense

e Confirmation pop-ups:
e The browser needs to confirm that the user’s click was intentional

 Drawbacks: Asking for confirmation annoys users

Are you sure?

Cancel
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Clickjacking Defense

 Frame-busting: The legitimate website forbids other websites
from embedding it in an iframe

 Defeats the invisible iframe attacks
 (Can be enforced by Content Security Policy (CSP)
 (Can be enforced by X-Frame-Options (an HTTP header)

 Drawbacks: relies on the end-user's browser enforcing their own security.
This makes the method unreliable.
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Phishing

* Phishing is a form of social engineering and scam where attackers
deceive people into revealing sensitive information or installing
malware such as ransomware.

 The user can’t distinguish between a legitimate website and a
website impersonating the legitimate website
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Phishing

PayPal

Dear vern we are making a few changes View Online

' PayPal

Your Account Will Be Closed !

Hello, Dear vern

Your Account Will Be Closed , Until We Here From You . To Update Your Information . Simply click on the web
address below

What do | need to do?

Confirm My Account Now

Help Contact Security

How do | know this is not a Spoof email?

Spool or 'phishing' emails tend 1o have generic graetings such as "Dearvern’. Emails from PayPal will always address you by your
lirst and last name.

Find out mare here.

This email was sent to vern,

Copyright A(c) 1999-2017. All rights reserved. PayPal Pte. Lid. Address is 5 Temasek Boulevard #08-01 Suntec Tower 5 Singapore
038985
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1ISNIn

PayPal

Dear vern we are making a few changes View Onling

' PayPal

Your Account Will Be Closed !

Hello. Dear vemn

Your Account Will Be Closed , Until We Here From You . To Update Your Information . Simply click on the web
address below

What do | need to do?

Confirm Myjrccount Now

Help Contact Security

How do | know this is not a Spoof email?

Spoof or ‘phishing’ emails tend to have genenc greetings such as "Dearvern”. Emails from PayPal will always address you by your
first and last name

Find out more here

This emal was sent 1o vern

Copyright A(c) 1999-2017. All rights reserved. PayPal Pte. Lid. Address is 5 Temasek Boulevard #03-01 Suntec Tower 5 Singapore
038985

Open “universalkids.com.br/re.php” in a new window
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ISNnin

= evenxi.com

Log in to your PayPal account

' PayPal

Forgot your email or password?

Sign Up

Is this PayPal?




Phishing

4 = evenxi.com

Confirm Biling Information - PayPa

P pPayPal

Confirm Your personal
PayPal Informations

Country

Mobile v

20

-

After filling out

the previous
boxes




Phishing

< & evenxi.com

Cy

Confirm Card Information - PayPal

& Your security is our top priority

' PayPal
Confirm your Primary Credit Card -
y After filling out
Credit Card —— the previous

MMIYYYS osc — boxes

e Pay without exposing your card number
to merchants A ety Num

e No need to retype your card information 84 This Card is a VBV /MSC

B
ontnue

@ Your financial information is securely stored and encrypted on our servers and is not shared with merchants.
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Phishing: Homograph Attacks

 Homograph: Two words that look the same, but have different
meanings

« Homograph attack: Creating malicious URLSs that look similar (or
the same) to legitimate URLs

28



Phishing: Homograph Attacks

[ Hey there!

T
X
k‘T

" () @& Secure https//www.apple.com

Wl
l A
Y,
R
-l 'l
u]l |,|,',
i i '
+ OB AN
i/ R

This may or may

-2 -
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Phishing: Homograph Attacks

% Hey there! x. \

@ Secure htitps://www.apple. com

This may or may no
demonstration of .

'y ] I o
‘ &
i L3

https://www.xudongz.com/blog/2017/idn-phishing/
30

Hey ther

Cyrllic alphabet
Written in unicode
Certificate under

xn--80akbaa92e.com

. ooks more real In
some browsers




xn--80ak6aa92e.com

xn--80ak6aa92e.com

@] Connection is secure

> Cookies and site data

f61 Site settings

omograph Attac

Certificate Viewer: www.xn--80ak6aa92e.com

General Details

Issued To

Common Name (CN)
Organization (O)
Organizational Unit (OU)

Issued By

Common Name (CN)
Organization (O)
Organizational Unit (OU)

Validity Period
Issued On

Expires On

SHA-256
Fingerprints

Certificate 35ba295b1ef463f81382aae94f78046f4597bee69b5ed608a611
4277702fef86

Public Key eec04ffa1e48615fa9cf2b0b728c7543415a6a7a2691dabb08f8a7
991b71e50c¢c

31

www.xn--80ak6aa92e.com
<Not Part Of Certificate>
<Not Part Of Certificate>

Let's Encrypt
<Not Part Of Certificate>

Tuesday, February 13, 2024 at 6:40:10 AM
Monday, May 13, 2024 at 7:40:09 AM



Phishing: Homograph Attacks

=l(=]ix]

File Edt View History Bookmarks Tools Help

« » v Q ‘ Bhttps://\ww«.pnc.com/webapp/unsec/homepago ;J |E§]' Google @

%7 Most Visitedv @ Getting Started |5 |Latest Headlines ¥
g

(9 PN C HOME  SECURITY ASSURANCE LOCATE PNC CONTACTUS CUSTOMER SER

LEADING THE WAY BERTS)
PERSONAL SMALL BUSINESS CORPORATE & INSTITUTIONAL ABOUT PNC
Onfine ﬁ"_‘!“"g signon | S > PNC Bank Select Reward
. N 516N ON N Wy e Y152 Platinum Car

>F°f9°t Your User 1D or Password? s=—8 Take advantage of a 0.99"

New to Online Banking? * Learn More ' 4 ) BEESR
e s ot . . _ lntroduagz hA;:! t2t6r1ooug

' g Balance Transfers—

ouiel

~ Salact Servie v | ‘ 4 More

p PNC Secunty Assurance : ‘F‘roducts and Services |Solutions
imporant FDIC informaton PNC's wide range of services can make Whatever challenges and opportunities
: Lo o banking easier, and more convenient lie ahead, PNC can help. See why
Ph W 13 particps 3 . e :
FSE.ZO;-QE‘;;SSN%EEU?;M than ever. See why PNC's the smart working with PMNC to plan for life's
Guarantee Program. more P choice for help in meeting your financial greatest milestones is the smart
goals choice.
l]):? Ot ':(fn’(\)‘\‘:;“'l')‘fu"]:c » Online Banking and Bill Pay b Making the Most of Your Money
Now simply one of » Checking » Virtual Wallet
» Loans and Lines of Credit » Saving for Education
Making the ranshion 10 PNC as b Cards
r £asy as possible for you, e | : B==a .!.'
1 I \<i\ |
Done www.pnc.com/webapp/unsec/homepage.var.cn 4| /|
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Phishing: Homograph Attacks

A .
“Ersonal panking = FiNLU oank = MozZiia riretox =||=]x]
File Edt View History Bookmarks Tools Help o

« 5 - 9 & https://www.pnc.com/webapp/unsec/homepagu j |K3]' Google %

% Most Visitedv @ Getting Started |5 |Latest Headlines ¥

(9 PN C HOME SECURITY ASSURANCE LOCATE PNC CONTACTUS CUSTOMER SERWI

P N eareh * Unicode characters 2044 ()
ey and 2215 () are allowed In

SMALL BUSINESS CORFPORATE & INSTITUTIONAL ABOUT PNC

e S T e W

PERSONAL
FLRnOoOUVRA
Dhllna Bankina Sl O |
Ve o ' )_: _(_l_).1' i _/_'._AX_!_J',' '_}_|.

PNC Bank Select Reward hostnames.

¥Yisa“ Platinum Car

Take advantage of a 0.99¢ ° Confu3|ng CharS

Introductory APR throug
March 31, 2010 0
Balance Transfer

More

New to Online Banking?
» Get Started Now!

Sign On 10 Other Services:
' Salact Service v

p PNC Security Assurance

IR LT

imporant FDIC iInformaton PNC's wide range of services can make Whatever challenges and opportunities

PNC Bank is participating in the banking easier, and more convenient lie ahead, PNC can help. See why
EDIC's Tm-l“swio"; ,.;CCOU”‘ than ever. See why PNC's the smart working with PNC to plan for life's
Guarantee Program. more P choilce for help in meeting your financial q'rer:gtest milestones is the smart
goals choice
I’ '~""'[ ';" '"'”"i"'l"?' ‘;’ » Online Banking and Bill Pay b Making the Most of Your Money
ESTHNOWN DAaNKsS. . ,
- o e \ A
Now simply one of » Checking ¥ Virtual Wallet
) » Loans and Lines of Credit P Saving for Education
Making the ranshion 10 PNC as » Card
£asy as possible for vou, args ——— < : l‘ e .'J
' Done vww.pnc.com/webapp/unsec/homepage.var.cn 4| /|
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Phishing: Browser In Browser Attack

@ Mozilla Firefox L= | E |

File Edit View History Bookmarks Tools Help

@ v c PN\ ' http://attacker.com/ A Q Google P’
@ Bank of the West | - Mozilla Firefox | )
' File Edt View History Bookmarks Tools Help
- c i Bank of the West (US)‘ https://www.bankofthewest.com/BOW/home Wl ‘LC]" Google pe

BANK#WEST Z£4.

Sign in v : Have a question? Contact Us. Findus Z|F

PERSONAL SMALL BUSINESS COMMERCIAL

Products & Services | Achieve Your Goals  Bank Online elimeBanker a
a [0
Checking . Buyahome Apply for an account online ‘
Savings & CDs . Buy anew car Learn about online banking T e p?'mm
Credit Cards Save for college Enroll in eTimeBanker o m - ‘»
Loans Maximige home equity A "':.,; | T o™
Wealth Management & Trust ; Consolidate debt — {.\ o ; A 4,~(,.
Insurance . Try our financial calculators - ?‘ - 5 oy
:

(4 ' () | Ti

See all our Personal banking products » \

Done www.bankofthewest.com |}
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Two-Factor Authentication

Problem: Phishing attacks allow attackers to learn passwords

ldea: Require more than passwords to log In

Two-factor authentication (2FA): The user must prove their identity in two
different ways before successfully authenticating

Three main ways for a user to prove their identity
 Something the user knows: Password, security question (e.g. name of your first pet)
 Something the user has: Their phone, their security key

 Something the user is: Fingerprint, face ID

Even if the attacker steals the user’s password with phishing, they don’t have the
second factor!
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Subverting 2FA: Relay Attacks / MiTM

“Welcome to Google.
Please login”
<
“User: victim
Password: password123” Attacker
” “User: victim
Password: password123”
>
Victim Google

“Your 2FA code is 382924"

. Enter the security code.”

“3890924” Attacker

"382924"

36



Subverting 2FA: Relay Attacks / MiTM



2FA Example: Authentication Tokens

* Authentication token: A device that generates secure second-factor codes (Something the
user owns)

 Examples: RSA SecurlD, Google Authenticator, DuoMobile
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2FA Example: Authentication Tokens

* Authentication token: A device that generates secure second-factor codes (Something the
user owns)

 Examples: RSA SecurlD, Google Authenticator, DuoMobile
 The token and the server share a common secret key k

 When the user wants to log in, the token generates a code HMAC(k, time)

 The time is often truncated to the nearest 30 seconds for usability

 The code is often truncated to 6 digits for usability

e The user submits the code to the website

 The website uses its secret key to verify the HMAC
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2FA Example: Authentication Tokens

* Authentication token: A device that generates secure second-factor codes (Something the
user owns)

 Examples: RSA SecurlD, Google Authenticator, DuoMobile
 The token and the server share a common secret key k

 When the user wants to log in, the token generates a code HMAC(k, time)

 The time is often truncated to the nearest 30 seconds for usability

 The code is often truncated to 6 digits for usability

e The user submits the code to the website

 The website uses its secret key to verify the HMAC

e Drawback: Vulnerable to online brute-force attacks; Possible fix: Add a timeout

 Drawback: Vulnerable to relay attacks; Fix: User needs to be more careful, read the IP
address
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Subverting 2FA: Social Engineering

¢« Some 2FA schemes text a one-time code to a phone number

» Attackers can call your phone provider (e.g. Verizon) and tell them to activate
the attacker’s SIM card, so they receive your texts!

 2FA via SMS is not great but better than nothing
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Subverting 2FA: Social Engineering

¢« Some 2FA schemes text a one-time code to a phone number

» Attackers can call your phone provider (e.g. Verizon) and tell them to activate
the attacker’s SIM card, so they receive your texts!

 2FA via SMS is not great but better than nothing

« Some 2FA schemes can be bypassed with customer support

* Attackers can call customer support and ask them to deactivate 2FA!

 Companies should validate identity if you ask to do this (but not all do)

42



« CAPTCHAS

» Security Principles

43



Websites are for Humans

 Most websites are designed for human usage, not robot usage

« Example: A login page is for users to submit their password, not for an
attacker to automate a brute-force attack

e Robot access of websites can lead to attacks

 Example: Denial of service: Overwhelming a web server by flooding it with
requests

44



CAPTCHAs: Definition

« CAPTCHA: A challenge that is easy for a human to solve, but hard
for a computer to solve

« “Completely Automated Public Turing test to tell Computers and Humans
Apart”

« Sometimes called a “reverse Turing test”

 Used to distinguish web requests made by humans and web requests made
by robots

 Usage: Administer a CAPTCHA, and if it passes, assume that the
user Is human and allow access
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CAPTCHAs: Examples

Security Check
Enter both words below, separated by a space.

Can't read the words below? Try different words or an audio captcha.

ey @rfere

Text in the box:

 Reading distorted text

* |dentifying images

* Listening to an audio clip and
typing out the words spoken

AsIirra

2 rd IS & human irnleractive proor that asks users [0 identily photos oF Cats and gogs, It's o

Mg A3
two milion photos from our unigue pavtnership with Petfinder.com. Protect your web site with Asirra

46

Please click on the images that show cats:

{ sceee Test )




CAPTCHAs and Machine Learning

Select all squares with

e Modern CAPTCHAS have another motorcycles
purpose: Training machine learning
algorithms

 Machine learning often requires manually-
labeled datasets

e CAPTCHASs crowdsource human power to
help manually label these big datasets

 Example: Machine vision problems require
manually-labeled examples: “This is a stop
sign”
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Security Principles

Confidentiality, Integrity, Availability, Authentication
Detect if you can’t prevent

Defense in depth

Least privilege

Separation of responsibility / privileges

Ensure complete mediation

Don’t rely on security through obscurity

Use fail-safe defaults

Design in security from the start

Consider human factors
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Detect if you can’t prevent

* Prevention: Stop the attack from taking place

e Detection: Learn that there was an attack

* |f you can’t stop the attack from happening, you should at least be able to
know that the attack has happened.

 Response: Do something about the attack (after it happened)

 Once you know the attack happened, you should respond

* Detection without response is pointless!

49



Response: Mitigation and Recovery

 Assume that bad things will happen! You should plan security in way that lets you
to get back to a working state.

 Example: Mitigate the Consequences from Potential Ransomware

 Keep offsite backups!

 Example: Recover your homework if the computer stops working

* Use Git version control, push frequently
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Response: Mitigation and Recovery

Assume that bad things will happen! You should plan security in way that lets you
to get back to a working state.

Example: Mitigate the Consequences from Potential Ransomware

 Keep offsite backups!

Example: Recover your homework if the computer stops working

* Use Git version control, push frequently

Bad Example: Bitcoin transactions are irreversible. If you are hacked, you can
never recover your Bitcoins.

« $68M stolen from NiceHash exchange in December 2017
e Four multi-million-dollar attacks on Ethereum in July 2018

 (Coinbase: One detected theft per day
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Defense In Depth

 Multiple types of defenses should be layered together

* An attacker should have to breach all defenses to successfully attack a
system

* e.g., multiple defenses for buffer overflow, sqgl injection, XSS, CSRF

 However, consider security iIs economics

e Defenses are not free.

 Defenses are often less than the sum of their parts
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Principle of Least Privilege

* Consider what permissions an entity or program needs to be able
to do its job correctly

* |f you grant unnecessary permissions, a malicious or hacked program could
use those permissions against you

* e.d., hon-executable pages, same-origin policy
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Separation of Responsibility / Privileges

* |f you need to have a privilege, consider requiring multiple parties
to work together (collude) to exercise it

* |t’s much more likely for a single party to be malicious than for all multiple
parties to be malicious and collude with one another

* e.g., requires multiple keys from different people to access an important
system
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Ensure Complete Mediation

 Ensure that every access point is monitored and protected

 Reference monitor: Single point through which all access must occur

 Example: A network firewall, airport security, the doors to the dorms

* Desired properties of reference monitors:
 (Correctness
« Completeness (can’t be bypassed)

e Security (can’t be tampered with)
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TOCTTOU Vulnerabilities

A common failure of ensuring complete mediation involving race
conditions

procedure withdrawal (w)
// contact central server to get balance
1. let b := balance
2. 1f b < w, abort

// contact server to set balance
3. set balance := b - w

4. give w dollars to user
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Time

TOCTTOU Vulnerabilities

procedure withdrawal($100)
l. let b := balance

2. 1f b < $§100, abort

// contact server to set balance
3. set balance := b - $100

4. give w dollars to user

procedure withdrawal($100)

1.

let b := balance

1f b < $100, abort

contact server to set balance
set balance := b - S100

give w dollars to user

or

 If | only have $100
« Withdraw $200




Use Fail-Safe Defaults

 Choose default settings that “fail safe,” balancing security with
usablility when a system goes down

* e.g., Content Security Policy: By default, reject JavaScript from all websites,
use an allowlist to accept some JavaScript from trustworthy website
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Design in Security from the Start

When building a new system, include security as part of the design
considerations rather than patching it after the fact

* A lot of systems today were not designed with security from the start,
resulting in patches that don’t fully fix the problem!

Keep these security principles in mind whenever you write code!
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Consider Human Factors

Users like convenience; if a security system is unusable and not
user-friendly, no matter how secure it is, it will go unused

Example:
 Pop-up box: install secure update? Users click “remind me later”

 Automatically downloads important updates by default, easy install and
restart

Consider factors such as developers make mistakes, users are
susceptible to social engineering attacks...
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