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Announcements
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• Project 1 Deadline extended to 11:59pm, Tuesday, Feb 20


• If you still haven’t set up gitlab, it is very late now!



Agenda

• SQL Injection


• Introduction to Web
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https://cwe.mitre.org/top25/archive/2023/2023_top25_list.html
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A Very Basic Web Architecture
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Databases

• Provide data storage & data manipulation


• Database designer lays out the data into tables


• Programmers query the database


• Database Management Systems (DBMSes) provide

• semantics for how to organize data

• transactions for manipulating data sanely

• a language for creating & querying data

• and APIs to interoperate with other languages


• management via users & permissions
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Database Transactions

• A transaction is a unit of work in a database (may contain multiple 
reads and writes, e.g., read an entry and update some fields)


• Good database servers are ACID


• Atomicity: Transactions complete entirely or not at all


• Consistency: The database is always in a valid state (but not 
necessarily correct)


• Isolation: Results from a transaction aren’t visible until it is complete


• Durability: Once a transaction is committed, it remains, despite, 
e.g., power failures
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TOCTOU

• Time-of-check to time-of-use vulnerability


• Check: no problem


• Use: has problem


• Race condition


• e.g., Reading in a state where other writes are in progress, or writing 
some partial content before finishing, and then another transaction 
reads



SQL Databases

• SQL: Structured Query Language

• Create and query data


• A database has some tables


• A table has a predefined structure
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SQL Database Example

Users
Name Gender Age Email Password

Dee F 28 dee@pp.com j3i8g8ha

Mac M 7 bouncer@pp.com a0u23bt

Charlie M 32 aneifjask@pp.com 0aergja

Dennis M 28 imagod@pp.com 1bjb9a93

Frank M 57 armed@pp.com ziog9gga

Table
Table name

Column

Row
(Record)
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Users
Name Gender Age Email Password

Dee F 28 dee@pp.com j3i8g8ha

Mac M 7 bouncer@pp.com a0u23bt

Charlie M 32 aneifjask@pp.com 0aergja

Dennis M 28 imagod@pp.com 1bjb9a93

Frank M 57 armed@pp.com ziog9gga

SELECT Age FROM Users WHERE Name=‘Dee’; 28

UPDATE Users SET email=‘readgood@pp.com’  
   WHERE Age=32; -- this is a comment

readgood@pp.com

INSERT INTO Users Values(‘Frank’, ‘M’, 57, ...);
DROP TABLE Users;
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SQL (Standard Query Language) Example

SELECT Age FROM Users WHERE Name=‘Dee’ OR Name=‘Mac’; 28, 7

mailto:dee@pp.com
mailto:bouncer@pp.com
mailto:aneifjask@pp.com
mailto:imagod@pp.com
mailto:armed@pp.com
mailto:readgood@pp.com
mailto:readgood@pp.com


Some SQL Syntax

• SELECT * FROM table


• The asterisk (*) is shorthand for “all columns.” Select all columns from the 
table, keeping all rows.


• WHERE can be used to filter out certain rows


• Arithmetic comparison: <, <=, >, >=, =, <>


• Arithmetic operators: +, - , * , /


• Boolean operators: AND, OR


• AND has precedence over OR
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Server-side code

$result = mysql_query(“select * from Users
       where(name=‘$user’ and password=‘$pass’);”);

Website

“Login code” (php)

Suppose you successfully log in as $user 
if this query returns any rows whatsoever

How could you exploit this?
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SQL injection

$result = mysql_query(“select * from Users
       where(name=‘$user’ and password=‘$pass’);”);

frank’ OR 1=1); -- 

$result = mysql_query(“select * from Users where  
(name=‘frank’ OR 1=1); -- ‘ and password=‘x’);”);
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SQL injection

$result = mysql_query(“select * from Users
       where(name=‘$user’ and password=‘$pass’);”);

frank’ OR 1=1); DROP TABLE Users; -- 

$result = mysql_query(“select * from Users
       where(name=‘frank’ OR 1=1);
       DROP TABLE Users; --

‘ and password=‘garbage’);”);

Can chain together statements with semicolon: 
STATEMENT 1 ; STATEMENT 2

garbage
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Exploits of a Mom

https://www.explainxkcd.com/wiki/index.php/327:_Exploits_of_a_Mom
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A “Licence plate” with an SQL injection attack as a way to fight back traffic cameras. 
https://www.reddit.com/r/geek/comments/1j9tn3/speed_camera_sql_injection/



SQL Injection Defense: Input Sanitization

• Block special characters: ’ -- ;


• Allow: input within range, e.g., integer values for some fields


• Escape special characters: \; \’


• Escape the escape? \\


• Secure escaper exists in SQL libraries


• May not be an effective solution, if we run SQL queries with raw 
user inputs
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SQL Injection Defense: Input Sanitization
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• Escape special characters: \; \’


• Escape the escape? \\


• Secure escaper exists in SQL libraries


• May not be an effective solution, if we run SQL queries with raw 
user inputs

19



What else can we do?

• Hint: data vs code


• User input, SQL queries


• Similar problem structure as buffer overflow problem:


• User input, instruction
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Parameterized SQL / Prepared Statements

• Idea: Parse the SQL query structure first, then insert the data


• Use a question mark (?) for data when writing SQL statements


• When the parser encounters the ?, it fixes it as a single node in the 
syntax tree


• After parsing, only then, it inserts data


• The untrusted input cannot change the SQL query structure
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$result = mysql_query(“select * from Users
       where(name=‘$user’ and password=‘$pass’);”);

select / from / where

* Users and

=

name $user

=

password $pass$user

2222

Example without Prepared Statements

$user can change the 
structure of the SQL tree



Prepared Statement Example
$statement = $db->prepare(“select * from Users

where(name=? and password=?);”);

select / from / where

* Users and

=

name ?

=

password ?

The structure of the tree is fixed

? ?
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Compile first, bind data later

Untrusted input will only be 

treated as data



Mitigate the Impact of Attacks

• Least privilege


• Limit commands and tables a user can access


• Encrypt sensitive data in the SQL table
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Followup Reading

http://www.unixwiz.net/techtips/sql-injection.html
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Agenda

• SQL Injection


• Introduction to Web
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A Very Basic Web Architecture
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Client Server

Web Server Database 
Server

Web Content
and Requests

Browser



URL
Every resource (webpage, image, PDF, etc.) on the web is identified by a URL (Uniform Resource Locator).


http://www.example.com/index.html
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• Protocol: http, https, git+ssh, ftp

• HyperText Transfer Protocol (HTTP): An “application-layer” protocol for 

exchanging collections of data


• Location: www.example.com

• Web server domain name, IP address


• Path: /index.html



URL
Every resource (webpage, image, PDF, etc.) on the web is identified by a URL (Uniform Resource Locator).


http://alice@www.example.com:414/index.html?param1=val1&param2=val2#anchor

• Username: alice


• Port: 414

• Default HTTP port: 80, default HTTPS port: 443


• URL arguments: key value pairs ?param1=val1&param2=val2


• Anchor: scroll to a certain part of the webpage #anchor
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HTTP: Request-Response Model

Client Web Server

HTTP Request

HTTP Response
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• Requests contain:

• The URL of the resource the client wishes to obtain

• Headers describing what the browser can do


• Requests be GET or POST

• GET: all data is in the URL itself (supposed to have no side-effects)

• POST: includes the data as separate fields (can have side-effects)



HTTP GET requests

http://www.reddit.com/r/security

User-Agent is typically a browser 
but it can be wget, JDK, etc.
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http://www.reddit.com/r/security


Referrer URL: the site from which 
this request was issued.
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HTTP POST requests
Posting on Piazza

Explicitly includes data as a part of the request’s content

Implicitly includes data 
as a part of the URL
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HTTP: Request-Response Model

Client Web Server

HTTP Request

HTTP Response
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• Responses contain:

• Status code

• Headers describing what the server provides

• Data

• Cookies

• State it would like the browser to store on the site’s behalf



<html> …… </html>
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Elements of a Webpage
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• HTML


• Create a link to Google: <a href="http://google.com">Click me</a>


• Embed a picture in the webpage: <img src=“http://example.com/picture.png">


• Include JavaScript in the webpage: <script>alert(1)</script> Security risk!


• Embed another webpage: <iframe src=“http://example.org”></iframe> Security 
risk!


• CSS


• CSS (Cascading Style Sheets) lets us modify the appearance of an HTML page



Elements of a Webpage
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• JavaScript


• Assume JavaScript can arbitrarily modify any HTML or CSS on a 
webpage


• Security risk


